NudopmanuoHHas naMATKA 1JI 00y4ar0IIUXCH

C KaXIbIM TOJIOM MOJIOACKH B MHTEPHETE CTAHOBHUTHCS OOJBINE, a MIKOJbHUKH OJHU
M3 CaMbIX aKTUBHBIX NOJIb30BaTenel Pynera. Mexnay TeM, HOMUMO OTPOMHOTO KOJIMYECTBA
BO3MOXXHOCTEH, MHTEPHET HECET U MpoOieMbl. JTa MNaMsITKa J0HKHA IOMOYb Tehe
0e30ImacHO HaXOJUThCS B CETH.

KomnbrorepHbie BUPYChI

KomnploTepHblii BUPYC - OTO Pa3HOBUJIHOCTh KOMIIBIOTEPHBIX  IPOrpaMM,
OTJIMYUTEIIBHOM OCOOCHHOCTBIO KOTOPOH SBISETCS CIHOCOOHOCTH K pa3sMHOXKEHHI0. B
JIOTIOJITHEHUE K 3TOMY, BUPYChI MOTYT MOBPEIUTh WJIN MOJTHOCTHIO YHUUTOXHUTH BCe (paitipl
U JaHHBIC, IOJKOHTPOJLHBIE II0JIb30BATEN0, OT HMMEHHM KOTOpPOTO OblIla 3amylleHa
3apax€HHasi IMporpaMma, a TakKXke IOBPEAUTh WM JaKE YHUUYTOXHUTH OINEPalMOHHYIO
cUcTeMy co BceMH ¢aimaMu B I11eJIoM. B OOJBIIMHCTBE CIydaeB pPacIpOCTPAHSIIOTCS
BUPYCHI Uepe3 UHTEPHET.

MeTo/b1 3a1TUThI OT BPEIOHOCHBIX MPOrpPaMM:

1. Hcnonp3yii COBpEMEHHBIE ONEPALIMOHHBIE CUCTEMBI, UMEIOIINE CEPHE3HBIN YPOBEHD
3aIIMUTHI OT BPEOHOCHBIX MPOTPAMM;
2. [TocTostHHO ycTaHaBiuBail maTuu (UM(POBBIE 3aIIaTKH, KOTOPHIE aBTOMATUYECKH

YCTAHABJIMBAIOTCS C IEJbI0 JOpaObOTKHM NporpaMMbl) W JApyrue OOHOBJICHHS CBOEH
omnepannoHHOM cucteMbl. CkauuBail UX TOJIBKO ¢ ouiaibHOro caita paspadorunka OC.
Ecnu cymiecTByeT pexxumM aBTOMaTHYECKOTO OOHOBIIEHUS, BKIIFOUH €T0;

3. PaboTait Ha cBOeM KOMIIBIOTEPE TOJ] MPaBaMH TMOJIH30BATENS, & HE a]MUHUCTpATOpA.
DTO HE TMO3BOJUT OOJIBIIMHCTBY BPEAOHOCHBIX MPOrPAMM HMHCTAJUIMPOBATHCS HAa TBOEM
MEPCOHAIBLHOM KOMITBIOTEPE;

4.  Hcnonb3yll aHTUBHUPYCHBIE TPOrPaMMHBIE MTPOIYKTHI U3BECTHBIX MPOU3BOJIUTENEH, C
aBTOMAaTUYECKUM OOHOBIIEHUEM 0a3;

S. Orpannub (pU3NUECKU OCTYI K KOMITBIOTEPY AJISI IOCTOPOHHUX JIULL;

6. Hcnonb3yil BHEITHUE HOCUTENW HH(POpMALlMY, TaKhe KakK (uielika, TMCK Win (paiin u3
UHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX HCTOYHUKOB;

7. He orkpbiBali KOMIBIOTEPHBIE (aiiibl, MOJIYYEHHbIE M3 HEHAJAEKHBIX MCTOYHHKOB.

Jaxe Te (aiisibl, KOTOpbIE IpHCIIal TBOM 3HAKOMBIN. JlydIie yTouyHu y HEro, OTIPaBIIsII JId
OH Te0e uX.
Ceru WI-FI

Wi-Fi - 310 He BUI mepeaayu JaHHBIX, HE TEXHOJIOTHS, a BCETro JIMIIb OpeH I, MapKa.
Eme B 1991 rony nHunmepmanickass kommnanus 3apeructpupoBaia Openn « WECA», dro
obo3nauano cioBocodetanne «Wireless Fidelity», «oropeiii mepeBoauTcs  Kak
«OecrpoBOIHAS TOYHOCTHY.

Jlo Hamiero BpeMeHHU nomuia apyras abOpeBuarypa, KOTOpas SIBISICTCS TaKOW JKe
TexHoJorue. Ito abOpesuarypa «Wi-Fi». Takoe Ha3zBaHue OBLIO JAaHO C HAMEKOM Ha
CTaHIapT BBICHIMK 3ByKOBOH TexHuku Hi-Fi, uro B mepeBojge o3HA4YaeT «BBICOKAS
TOYHOCTBY.

Ja, GecniaTHbIA MHTEPHET-I0CTYI B Kade, OTeNsIX U adporopTax SBISETCS OTIUYHOU
BO3MOKHOCTBIO BbIXO/1a B MHTepHET. HO MHOTHE 3KCIEpThl CUMTAIOT, UTO OOIIEIOCTYITHbIE
Wi-Fi cetu He siBIIsitOTCSl 0€30IIACHBIMH.

CogeTbl 110 0€301aCHOCTH PadoTe B 001IeAOCTYMHBIX ceTsix Wi-fi:



1. He mnepenamaii cBoro nauuHyr0 uH(popmaiuio 4depe3 obdmenoctynueie Wi-Fi cern.
Paborast B HUX, KeIaTeIbHO HE BBOJUTH MAPOJIM AOCTYIIA, JIOTHHBI H KaKUe-TO HOMEpa;

2.  Hcnonw3yit u OOHOBIISI aHTUBUPYCHBIE MTPOTPAMMEBI B OpaHaMayep. TeM cambIM Thl
o0e3omacuib ceds OT 3aKauky BUPyca Ha TBOE yCTPOMCTBO;
3. [Ipu ucnonv3oBanuun Wi-Fi otkmoun Qyskimuio «OO0mmii noctyn K ¢aiinam u

npuHtepam». JlanHas QyHKIUS 3aKpbITa 10 YMOIYAHUIO, OJTHAKO HEKOTOPbIE MOJIb30BATENN
aKTUBHUPYIOT €€ 11 yA00CTBA UCIIOIb30BaHUs B padoTe Uiu y4yeoe;
4. He ucnonb3yit myonuunsii WI-FI mig nepenaun nTuYHBIX AAHHBIX, HApUMEp AJIs
BBIX0/Ia B COLIMAJIBHBIE CETU WIH B 3JIEKTPOHHYIO MOYTY;
S. Hcnons3yil Tonbko 3ammiieHHoe coeaunenue yepe3 HTTPS, a ne HTTP, T.e. npu
Habope BeO-aapeca BBOaU UMEHHO «https://»;
6. B wMoOunpHOM Tenedone ortkmoun ¢GyHknuio «[logkmouenne k- Wi-Fi
aBTomMaTuieckn». He momyckail aBTOMaTHUE€CKOrO MOJKIIOUEHUSI YCTPOMUCTBA K ceTaM Wi-
Fi 6e3 TBOCTO Ccornacusi.

CouuajibHbIe ceTH
CornuanibHble CETH aKTMBHO BXOJST B Hally >KU3Hb, MHOTHE JIIOJIU pabOTAIOT U JKUBYT TaM
oCTOsIHHO, a B Facebook ye 3apernctpupoBaH MUJUIHAP/L YEJIOBEK, UYTO SBJISETCS OJHOU
ceIbMOM BceX JKHUTeNel T1aHeTsl. MHOTHE M0JIb30BaTeNd HE IOHUMAIOT, YTO UH(OpManus,
pa3MelIeHHAas UMM B COLIMAJbHBIX CETSIX, MOYKET ObITh HaliiecHa U HCIOJIb30BaHA KEM
YTOJHO, B TOM YHCII€ HE 00s13aTENBHO € OJariMU HAMEPEHUSAMH.
OCHOBHBIE COBETHI IO 0€30MACHOCTH B COLIMAJIBHBIX CETSIX:

1. Orpannup cnucok apy3eid. Y TeOs B JApy3bAX HE JOJDKHO OBITh CIy4alHbIX WU
HE3HAKOMBIX JIFOJICH;
2. 3amuiai CBOK 4YacTHYIO XKWM3Hb. He ykasbiBail maposu, TenedoHsl, aapeca, OaTy

TBOETO POXKACHHUS W JPYryl0 JIMYHYI0 HH(QOpManuio0. 3J0YMBIIUIEHHUKd MOTYT
UCIOJIB30BaTh Jake MH(OPMAIMIO O TOM, KaK Thl U TBOM POJUTENH TUIAHUPYETE MPOBECTU
KaHUKYJIbI,

3. 3aiuiai cBO penmyTaluio - JepKU €€ B YUCTOTE U 33/aBail cede BOompoc: XoTel Obl
Thl, YTOOBI JApPYyrue MOJb30BaTENM BUIENH, UYTO Thl 3arpyxkaeub? Ilogymail, nmpexnae yem
YTO-TO OIYyOJINKOBAaTh, HAMCATh U 3aTPY3UTh;

4. Ecnu 1Bl roBOpUILIB € JIIOABMU, KOTOPBIX HE 3HACIIb, HE UCIIOJIB3YH CBOE PEajbHOE
UMS U IPYTYIO JTUYHYIO HH(OPMAaLIMU: UMSI, MECTO JKUTEIbCTBA, MECTO yueObl U IIPOUEE;

5. N36erait pazmenienus dororpaduii B IntepHere, rae Thl M300pakeH Ha MECTHOCTH,
10 KOTOPOW MOYKHO ONPENEIINTh TBOE MECTONOJIOKEHHUE;

6. [Ipu peructpanuu B cOUMaIbHON CETH HEOOXOMMO UCIOJIb30BATh CIOKHBIE TTApOJIH,
cocTosmre u3 OyKB U IU(p U ¢ KOJMYECTBOM 3HAKOB HE MEHEe §;

7. JIist conuanbHOM CeTH, OUYTHI U APYTUX CAUTOB HEOOXOIUMO HCIOJIb30BATh Pa3HbIE

napoiu. Torma ecnmm TeOS B3JOMAIOT, TO 3JIOYMBINIJICHHUKH TOJYYaT JOCTYI TOJBKO K
OJTHOMY MECTY, a HE BO BCE Cpa3y.

DJIeKTPOHHbIE IEHbI'H
DNEeKTpOHHBIC JEHBIU — ITO OUYEHb YJOOHBIA CHOCOO IUIATEXKEH, OAHAKO CYIIECTBYIOT
MOTICHHUKH, KOTOPBIE XOTAT MOMYyUYUTh ITH JACHBIH.
DNEeKTpOHHBIC JIEHBIH TOSBUJIUCH COBCEM HENABHO W WMEHHO H3-3a 9TOTO BO MHOTHX
rocyJapcTBax 0 CHX IOp HE TMPOIKUCAHO TIPO HUX B 3aKOHAX.
B Poccun sxe oHU (QYyHKITMOHUPYIOT U O HUX YK€ MPOMKCAHO B 3aKOHE, TNI€ UX Pa3IeisioT
Ha HECKOJIbKO BHJIOB - aHOHMMHBIC U HE aHOHUMHBIE. Pa3HHIIA B TOM, YTO aHOHUMHBIE - 3TO



T€, B KOTOPBIX pa3peniaeTcsi NpOBOAUTH onepaiuu 0e3 uaeHTU(UKaIMU 1M0JIb30BaTeNs, a B
HE aHOHUMHBIX UACHTU(PUKALIMH T0JIH30BaTENS SBISETCA 00513aTEIbHOM.
Takke ciemayeT pa3iauyarh dSJIEKTPOHHBbIC (UaTHBIE JEHBI'M (PaBHBI TOCYAAPCTBEHHBIM
BaJIIOTAaM) U DJIEKTPOHHBIE HE(UATHBIEC IEHBIU (HE PABHBI TOCYAAPCTBEHHBIM BAIIIOTAM).
OCHOBHBIE COBETHI IO 0€30MaCHOM padoTe € IIEKTPOHHBIMU JEHbIAMU:
1. [IpuBsxku K cyeTy MOOUIIBHBIN Tesne@oH. DTO camblii YIOOHBIH U OBICTPHIN CIIOCOO
BOCCTAaHOBUTH JOCTYN K cuery. [IpuBs3aHHBIA TeneoH MOMOXKET, eclu 3a0yaelb CBOU
IJIATEKHBIN MTApOJIb WM 3aUJICIIb HA CAUT C HE3HAKOMOTO YCTPOMCTBA,;
2. Ucnonw3yii ogHopaszoseie maposn. [lociie mepexona Ha yCUJIEHHYHO aBTOPU3ALIMIO
Tebe y)xe He OyZeT yrpokaTh OMAaCHOCTh KPaXKH MM TiepexBaTa IJIaTeKHOTO MapoJis;
3. Bribepu cnoxubiii mapons. I[lpectynmHukam OyaeT HE MPOCTO YrajaaTh CIOKHBIN
napoib. HanexHbele maposim — 3TO MAapoJid, KOTOPBIE COAEpkKAT HE MEHee 8 3HAKOB U
BKJIFOYAIOT B CE0sI CTPOYHbBIE U MPOMUCHBbIE OYKBbI, HU(PBHI U HECKOJIBKO CUMBOJIOB, TAKUE
KaK 3HaK JoJuiapa, pyHra, BOCKJIMIATENbHbIN 3HaK 1 T.11. Hanpumep, $tRONQ!;;
4, He BBOIM CBOM JINYHBIE TaHHBIE HA CailiTaX, KOTOPBIM HE JOBEPSCIIb.

DJIEKTPOHHAS MOYTA
DJNIEeKTpOHHAs NI0YTa — 3TO TEXHOJIOTUS U MPEIOCTABISEMBIE €0 YCIYTH 10 MEPECBUIKE U
MOJTyYEHUIO AJIEKTPOHHBIX COOOIIEHUMN, KOTOPhIE PACIPEEIISIIOTCS B KOMIIBIOTEPHOM CETH.
OOBIYHO  AJIEKTPOHHBIM  MOYTOBBIA  SAIIUK  BBIIAOUT  CIEAYIOIIUM  00pa3oM:
UMs_TIOJIb30BaTESI(@UM_JOMeHa. Takke KpoMme MepeJayd IMPOCTOro TEKCTa, UMEEeTCs
BO3MOYKHOCTb Mepe1aBaTh (pailibl.
OCHOBHBIE COBETHI 110 OE30IaCHON pabOTe C AIEKTPOHHOM MOUTOM:
1. Hano BbIOpaTh npaBUIIbHBIN MOYTOBBIN cepBHUC. B MHTEpHETE €CTh OrPOMHBIN BHIOOP
OeCIUIaTHBIX TOYTOBBIX CEPBHCOB, OJIHAKO JIy4llle JOBEPATHh TEM, KOrO 3HACllb M KTO
IIEPBBIM B PEUTHHTE;

2. He ykaspiBaii B 1MUHOI moute JIMyHyr0 HHPopMmanuoo. Hanpumep, mydiie BoIOpaTh
«My3bIKaTbHBINA _(haHaT@» umu «pok2013» BMecTo «temal3»;

3. Hcnonp3yil IByX3TaHy0 aBTOPU3AIMI0. JTO KOTrla HOMUMO NapoJisi HY>)KHO BBOJAUTh
KO/I, MPUChLIaeMbIl 110 SMS;

4, BriGepu crnoxHblii maposb. Jis Kakaoro MOYTOBOTO SIIMKA JOHKEH OBITh CBOM
HAJIC)KHBIM, YCTOMYUBBIN K B3JIOMY I1apOJIb;

5. Ecin ecth BO3MOKHOCTh HamucaTh CaMOMY CBOM JIMYHBIM BOMPOC, UCMHOJIB3YH ATy
BO3MO>KHOCTB;

6. Hcnonb3yli HECKOJIBKO IOYTOBBIX SAIIMKOB. lIepBbIM JIsI 4aCTHOW NEPENUCKUA C

ajipecataMu, KOTOPBIM Thl JOBEPSIEIIb. DTO AIEKTPOHHBIN aJpec HEe HAJ0 UCTIOIb30BaTh MPU
perucTpauuu Ha (opyMax u cailTax;

7. He otkpbiBail (aitsibl U Apyrue BIOXKEHUS B MUCbMaxX Ja)Xe €Cld OHM MPUILUIA OT
TBOUX Jipy3el. Jlydllle yTouHU y HUX, OTIIPABIISIIN JIM OHU TeOe 3TH (pailbl;
8. [locne oxoHuaHusi pabOThl Ha IMOYTOBOM CEpPBHUCE MEPEd 3aKPHITUEM BKJIAAKU C

caiTom He 3a0y/b HaXaTh Ha «BerATmy.

Ku6epOynamHr — mpeciegoBaHue COOOIICHUSIMH, COAEPKAIUMH OCKOPOJIeHus,
arpeccuio, 3amyruBaHue; XyJHTaHCTBO; COIHMAJIbHOEe OOWKOTHPOBAHHE C IMOMOIIbIO
Pa3JIMYHBIX HHTEPHET-CEPBUCOB.

OCHOBHBIE COBETHI 110 00pbOE C KHOEPOYIITUHTOM:



1. He Opocatica B 60ii. JIydmmii cnoco0: mMOoCOBETOBAThCS Kak ce0sl BECTH M, €CJIM HET
TOT0, K KOMY MOXHO OOpaTUThCS, TO BHaYaJle YCIIOKOUTHCA. ECliM Thl HauHEIhb OTBEYaTh
OCKOpOJICHUSIMU Ha OCKOPOJICHMSI, TO TOJIBKO eI1ie OOJIbIIEe pa30XIKellh KOH(PINKT;

2. VYmpasisit cBoeil kubeppernyTaiuei;

3. AHOHUMHOCTh B ceTu MHHUMasi. CyIIECTBYIOT CIOCOOBI BBISICHUTb, KTO CTOUT 3a
AHOHUMHBIM AKKAYHTOM;

4. He cTout Bectu xynuranckuit o6pa3 BupTyanbHoi xku3Hu. lHTepHeT dukcupyer Bce
TBOU JICUCTBUSA U COXPAHSET UX. Y JAIUTh UX OyAET KpaiiHe 3aTPYyIHUTENHHO;

5. CoOmros1aii cBOM BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urnopupyii eauHuyHbiii HeraTtuB. OAHOpPA30BbIE OCKOPOUTEIBHBIE COOOIIECHUS
Jqy4uie UIrHopupoBath. OOBIYHO arpeccus NpeKpamaeTcs Ha Ha4ajabHOM CTa/INH;

7. ban arpeccopa. B nmporpamMmmax oOMeHa MTHOBEHHBIMHU COOOIIEHUSIMU, B COIIUATBHBIX
CETSAX €CTh BO3MOKHOCTh OJIOKMPOBKH OTIIPABKH COOOILIEHU C OMPEEIECHHBIX aJPECOB;

8. Eciu T1b1 cBugerens kubepOyiimHra. TBOM JEUCTBHUS: BBICTYNUTH MPOTUB

npecieaoBaTens, MoKa3aTh €My, YTO €ro JEUCTBUS OLIEHUBAIOTCS HETaTUBHO, MOJJEPXKATh
KEPTBY, KOTOPOM HYXHA TICUXOJOTHYECKas IOMOIIb, COOOIIUTHh B3POCIHBIM O (QakTte
arpeCCUBHOIO MOBEICHUS B CETH.

MooOuiabHbIi TesaedoH
CoBpeMeHnHble cMapTHOHBI U TJIAHIIETHI COAEpKaT B ce0e BMOJIHE B3POCIBIN (DyHKIIMOHAT,
U Ternepb OHU MOTYT KOHKYPUpPOBaTh CO CTallMOHApPHBIMU KoMIbioTepamu. OJIHAKO,
CPEACTB 3alUTHI JJi1 MOJAOOHBIX YCTPOMCTB MOKa OYEHb Majio. TeCTUpOBAHUE U TOUCK
YSI3BUMOCTEN B HUX MPOUCXOIUT HE TaK MHTEHCUBHO, Kak s [IK, To ke camoe kacaercs u
MOOMIBHBIX MPUITOKEHUH.
CoBpeMeHHbIE MOOUJIbHBIE Opay3ephl YK€ MPAKTUYECKHU JOTHAJIM HACTOJBHBIC aHAJIOTH,
OJIHAKO pacuupeHue (yHKIMOHAa BlieYeT 3a cOOOW OOJBIIYIO CIOKHOCTh M MEHBIIYIO
3aIUIIECHHOCTb.
Jlanexko He BCe MPOU3BOAMUTENM BBIMYCKAIOT OOHOBJICHMSI, 3aKPHIBAIOIINE KPUTUUYECKUE
YSI3BUMOCTH 17151 CBOUX YCTPOUCTB.
OCHOBHBIE COBETHI JIJIsi 0€30MACHOCTH MOOMIBLHOTO TenedoHa:
1. Huuero He sBisieTcst mo-HacTosimeMy OecruiaTHbIM. Bynb ocTopoxeH, Beab Koraa
Tebe TpenararoT OeCIIaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHE-TO IJIaTHBIC
YCIIYTH;

2. Hymaii, npexie uem oTnpaBuTh SMS, poro unu Bugeo. Trl TOUHO 3HAEIlIb, T/I€ OHU
OyayT B KOHEUHOM uTOore?

3. Heo6xo1umMo 0OHOBIISATH OMEPAIMOHHYIO CUCTEMY TBOETO cMapTQoHa;

4. Wcnonb3yil aHTUBUPYCHBIE TPOTPAMMBI JUIsl MOOMIIBHBIX TEIE(POHOB;

S. He 3arpy:xaii npuiioxeHusi 0T HEM3BECTHOI'O UCTOYHUKA, BE/Ib OHU MOTYT COJIEPKaTh
BPEJAOHOCHOE MPOrpaMMHOE 00€CTICUEHNUE;

6. [Tocne Toro Kaxk Thl BBIMJIECIIb C CaliTa, II€ BBOJAWI JIMUYHYIO UH(GOPMAIIUIO, 3aii]I1 B
HACTPOWKH Opay3epa u yaanu cookies;

1. [lepunonnuecku MpoBepsiii KaKUE IUIATHBIE YCIYTM aKTUBUPOBAHBI HA TBOEM HOMEPE;
8. JlaBaii cBOil HOMEp MOOWJIBHOTO TeiedoHa TOJBKO JIOSIM, KOTOPHIX Thl 3HACIIH U
KOMY JIOBEpSEILb;

9. Bluetooth momkeH ObITH BBIKITIOYEH, KOT/Ia Thl UM HE TOJb3yemibes. He 3a0biBaii

MHOT/Ia POBEPATH 3TO.
Online urpsi



CoBpeMeHHbBIE OHJIAMH-UTPBI - 93TO KpacoOYHbIE, 3aXBaTHIBAIOIIME pPa3BJICUCHUS,
OOBEIMHSIONINE COTHU THICSY YEJIOBEK MO BceMy Mupy. Urpoku McCleayloT AaHHBIH UM
MUp, OOIAlTCA JIPYr C JOPYrOM, BBIMIOJNHSIOT 3aJaHUS, CPAKAIOTCSI C MOHCTPAMH H
MOJIYYalOT OMBIT. 32 yJIOBOJILCTBUE OHM ILIATAT: MOKYMHAIOT AUCK, OIUIAYMBAIOT a0OHEMEHT
VI TTPHOOPETAIOT KaKHEe-TO OIIIUH.

Bce atm cpencTBa MOyT Ha TMOMJIEpKAaHWE W PAa3BUTHE WIPHI, a TAaKKe Ha caMy
0€30MacHOCTh: COBEPIIICHCTBYIOTCS CHUCTEMBI aBTOPW3AIMH, BBITYCKAIOTCS HOBBIC IATYU
(mrdpoBbIe 3aIIaTKH 711 IPOTPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B momo0HBIX Brpax CTOUT OomacaThCsl HE CTOJIBKO CBOMX COMEPHUKOB, CKOJIBKO KPaKU
TBOETO MapoJisi, Ha KOTOPOM OCHOBaHa CHCTEMa aBTOPU3ALMU OOJBIIUHCTBA UTP.

OCHOBHBIE COBETHI 110 OE30MACHOCTH TBOETO UTPOBOT0 AKKAYHTA!

1. Ecnu npyroit urpok Benet ceOs MI0X0 WIH CO3/1aeT TeOe HEMPHUITHOCTH, 3a0JIOKUPY
€ro B CIIUCKE UTPOKOB;
2. [Toxanyiics aIMHHUCTpPAaTOpaM UIPbl Ha IUIOXOE€ TOBEJCHHE 3TOr0 WIrPOKa,

KeJIaTelIbHO MIPUIIOKHUTH KaKhe-TO J0Ka3aTeIbCTBA B BUJIE CKPUHOB;
3 He yxa3biBail tnunyro nHhopMaIuio B podaiiie urpsl;

4 VYBaxkail Jpyrux y4aCTHUKOB TI0 UTPE;

S. He ycranaBnuBaii HeopuimaibHble MaT4Yu U MOJIbI;

6 Wcrnions3yil cliokHBbIE U pa3HbIe MapoIIy;

7 Jlaxxe BO BpeMs UIPbl HE CTOMT OTKIIIOYaTh aHTUBUpPYC. [loka ThI urpaems, TBON
KOMIBIOTEP MOTYT 3apa3uTh.

@UIIMHT WM KPaKa JUYHBIX JaHHBIX

OOBIYHON Kpakel JeHEer W JOKYMEHTOB CEroJiHd YK€ HHMKOrO HE YAMBHUIIb, HO C
pa3BUTHEM WHTEPHET-TEXHOJOTHH 3J0YMBIIUICHHUKH TIEPEMECTHIINCh B HWHTEPHET, |
POAOKAIOT 3aHUMATHCS «JTFOOUMBIMY JETIOM.

Tak mosiBUIach HOBask yrpo3a: HHTEPHET-MOIIEHHUYECTBA WM (DUIITMHT, TJIaBHAS 11€TTh
KOTOPOTO COCTOUT B MOJYyUYECHUHU KOH(DHUICHIIMATBHBIX JAHHBIX MOJIb30BaTENIe — JIOTUHOB
u naposeit. Ha anrnmiickom si3eike phishing yutaercs kak ¢ummar (ot fishing — priOHas
JIOBJIsA, password — mapoJin).

OcHOBHBIE COBETHI IO 00pHOE C (PUITUHTOM:

1. Cnenu 3a CBOMM akkayHTOM. Eciii Thl MOJ03peBacIib, YTO TBOS aHKeTa ObLIa
B3JIOMaHa, TO HEOOXOAMMO 3a0JJOKUPOBATh €€ M COOOIIUTh aJIMUHUCTpATOpaM pecypca o0
ITOM KaK MOXHO CKOpEe;

1. Wcnonb3yil Oe3omnacHble BeEO-CaiiThl, B TOM YHWCJIE, WHTEPHET-MAra3uHoB W
MOMCKOBBIX CUCTEM;
2.  Hcnonw3yil cnoxHble U pa3Hble napoau. Takum oOpa3zom, eciiu TeOsl B3JIOMAIOT, TO

3JIOYMBIUICHHUKH TIOJy4YaT JIOCTYI TOJIEKO K OJHOMY TBOEMY MPO(HIIIO B CETH, a HE KO
BCEM;

3. Ecnum 1ebs B3iOManmu, TO HEOOXOAMMO MPEAYNPEANTh BCEX CBOMX 3HAKOMBIX,
KOTOpbIE J0OABIIEHHI y T€OS B IPY3bsiX, O TOM, YTO T€Os B3JIOMAIIA U, BO3MOYKHO, OT TBOETO
UMEHHU OYJIeT PacChlIaThCs CIlaM U CChUTKHM Ha (DUIIIMHTOBHIE CANTHI;

4, YcranoBu Haaexubii napois (PEM) Ha MoOMIbHBIN TenedoH;
5. OTkir04M coXpaHeHue napoJis B Opaysepe;
6. He oTtkpeiBail (aiiisl 1 qpyrue BIOXKEHHUS B MUChMax Jake €CIM OHM MPUIIUIA OT

TBOMX Jpy3ei. Jlydie yTouHu y HUX, OTIPABIISUIM JIM OHU TeOe 3TH (Daiibl.
Mudposas penyramus



[Mudposas penyraius - 3T0 HEraTUBHAS WA MO3UTUBHAsA UHGOpPMALIKS B CETH O Tebe.
Kommnpomerupytomas uHopmanusi pa3MelieHHass B HWHTEPHETE MOXKET CEepbEe3HbIM
o0pa3oM OTpa3uThCs Ha TBOeW peanbHOU Ku3HU. «{udpoBas pemyramus» - 3To TBOU
UMUK, KOTOPBINA (hopmupyercsa u3 nHbopMaiuu o Tede B MHTEpHETE.

TBoe MecTo JKUTENbCTBA, Y4yeObl, TBO€ (DMHAHCOBOE IMOJOKEHHUE, OCOOCHHOCTU
XapakTepa U pacckasbl O OJU3KUX - BCE TO HAKAIIJIMBAETCS B CETH.

MHorue moaApOCTKH JISTKOMBICTICHHO OTHOCATCS K MTyOJUKAIIMU JTUIHOU WH(OpMAIUN
B MlHTEpHETE, HE MOHMMAsS BO3MOKHBIX MOCIAEACTBUN. ThI Jaxe HE CMOXKENIb J0TaIaThCs O
TOM, 4TO (hoTorpadus, pa3MelieHHas 5 JIeT Ha3a, cTajla MPUYUHON OTKa3a MPUHATH TeOs
Ha paboTy.

KomMmenTapuu, pasmenienne TBoux (ortorpaduii u apyrue ACUCTBUS MOTYT He
MCUYE3HYTh Ja)X€ MOCJI€ TOTO, KaK Thl UX yAQIHIlIb. Thl HE 3HACIIb, KTO COXPaHUJI ATy
uH(pOpMaIKIOo, MoNaia Jid OHA B MOUCKOBBIE CUCTEMbl U COXPAHUJIACH JIM OHA, a IJIaBHOE:
4YTO TOAYMAaIOT O TeOe OKpY’)Kalolllee JIOJU, KOTOphle HaWayT W yBUAST 3T0. Haiitu
UH(OPMAIUIO MHOTO JIET CIYCTS CMOKET JII000H - Kak U3 M0OphIX MOOYKJIEHUMN, TaK U C
HaMEpEHUEM MPUYUHUTD BPeJl. ITO MOXKET OBITh KTO YTOIHO.

OcHOBHBIE COBETHI 0 3aUTe HM(PPOBOM pPermyTALNHU:

1. [Togymaii, mpexxzie 4yemM 4To-TO IMyOJIMKOBAaTh M IMepejaBath y ceOst B Ojore Wi B
COLIMAJIbHOM CETH;

2. B nactpoiikax npoduss yCTaHOBH OTpaHUUYEHUS HA TPOCMOTP TBOETO MPOUIIS U €ro
COJIEPKUMOT0, CHIETIAll €ro TOJBKO IS JPY3€iD»;

3. He pa3memail u He yka3biBail nHPOpMaIINIO, KOTOpasi MOXKET KOro-JIM00 OCKOpPOIsATh
WU OOMXKATh.

ABTOpCKOE NPaBo

CoBpeMeHHbIE NIKOJIBHUKU AaKTUBHBIC TMOJIb30BaTEIM LHU(PPOBOTO MPOCTPAHCTBA.
OpHako J1ajieko HE BCE 3HAIOT, YTO MOJIb30BAHWE MHOTUMH BO3MOXKHOCTSMH ITU(DPOBOTrO
Mupa TpeOyeT cOOIOICHHS MPaB HA UHTEIUIEKTYyaJIbHYI0 COOCTBEHHOCTD.

TepMuH «MHTEIUIEKTyalbHasi COOCTBEHHOCTBY» OTHOCHUTCS K PAa3JIMUHBIM TBOPEHUSIM
YEeJIOBEUECKOr0 yMa, HayuMHasi C HOBBIX HW300peTEeHUH M 3HAKOB, 0O0O03HAYAIOIIMX
COOCTBEHHOCTh Ha MPOAYKTHI M YCIYTHM, W 3aKaH4YMBas KHUTamH, Qororpadusmu,
KMHO(DHUIEMaMH ¥ MY3bIKQJIbHBIMU TTPOU3BEJCHUSIMU.

ABTOpCKHE TpaBa - OTO TMpaBa Ha MHTEIUIEKTyalbHYI0 COOCTBEHHOCTh Ha
MIPOU3BEICHUS HAYKH, JIUTEPATYPhl U UCKYCCTBA. ABTOPCKHE MpaBa BBHICTYINAIOT B KAUeCTBE
rapaHTUU TOTO, YTO WHTEJUICKTYaJIbHBIM/TBOPUECKUN TPy aBTOpa HE OyAET HaIlpacHBIM,
JACT €My CIpaBeJJIMBbIE BO3MOXKHOCTH 3apaloTaTh Ha pe3yjibTaTaXx CBOEro Tpyaa,
MOJYYUTh W3BECTHOCTh W TmpusHaHue. Hukrto 0e3 pasperieHus aBTOpa HE MOXKET
BOCIIPOU3BOJIUTh €r0 MPOU3BEJACHUE, PACHPOCTPAHSAThH, MMYOJIMYHO JIEMOHCTPUPOBATH,
npojaBaTh,  HUMIOPTUPOBATh, MyCcKaTb B  TpOKaT, MyOJMYHO  KCIOJIHSTH,
MOKa3bIBaTh/UCIIOIHATE B dpupe win pazmeniats B THTEpHETE.

Hcrnonp30oBaHne «IMHPATCKOTO» MPOTrPAMMHOTO OOECIEYeHUS] MOXKET MPUBECTH K
MHOTHM pHCKaM: OT TMOTEPU JAHHBIX K TBOMM aKKayHTaM J0 OJOKHUPOBKH TBOETO
YCTPOMCTBA, T/Ie YCTAaHOBJICHHBIN HE JierajbHas nmporpamma. He ctout takke 3a0bIBaTh, 4TO
CYIIIECTBYET JIeTadbHbIE M OECIIJIaTHBIC MMPOTPAMMBbI, KOTOPBIE MOKHO HAWTH B CETH.

O noprane

CereBUYOK.p() - TBOWM TJIABHBIM COBETYMK B CETU. 37€Ch Thl MOXEIIb Y3HATH O
0e30MacHOCTH B CETU MOHATHBIM U JIOCTYNHBIM SI3bIKOM, a MpPU BO3HUKHOBEHHH



KPUTUYECKON CUTYaIIMM OOPaTUTHCS 32 COBETOM. A Tak)Ke MPUHATHh YYaCTHE B KOHKYpCax U
CTaTh CaMbIM LIU(PPOBBIM IPAKTAHUHOM!



